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OVERVIEW 

 

 

 
The purpose of this document is to define the standards and procedures for the in-

stallation of security cameras, security camera systems and all ancillary equipment 

on the campus of the University of North Carolina at Wilmington (UNCW) and all 

properties owned or leased by the university. 

 

The integrity of all equipment, cabling and proper installation is essential to the 

University’s commitment to providing a safe and secure environment for students, 

faculty, staff and visitors of UNCW.  These standards and procedures will be re-

viewed and updated regularly to ensure that are up-to-date and accurate. 

 

All standards and procedures in this document shall be compliant with all relevant 

laws or directives set forth by the Federal Government, the State of North Caroli-

na, The University of North Carolina System and the University of North Carolina 

at Wilmington.  In addition, all contractors installing security camera equipment on 

property owned or leased by the University of North Carolina at Wilmington shall 

be fully licensed in the State of North Carolina pursuant to N.C.G.S. 74D, the 

Alarms Systems Licensing Act. 
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Responsibilities 
 

UNCW 

 

1. Prior to installation a “Kickoff Meeting” shall be held to include all parties 

with duties and responsibilities during the installation process. The purpose 

of the meeting is to ensure that everyone is clear as to their roles and that all 

UNCW policies and standards in regard to security cameras and their instal-

lation are satisfied. 

2. UNCW shall provide the approved camera make, type and models that are 

approved at the time of bid or installation. 

3. UNCW shall provide, install and maintain the system video servers.  The 

specifications for the server shall be provided by the UNCW Physical Securi-

ty and Access. 

4. UNCW shall provide all network equipment to include network switches. 

The UNCW Network Data Analyst shall assign switches, ports and IP ad-

dresses for use in new camera installations. 

5. The UNCW Physical Security and Access Manager, shall provide user 

names, passwords and IP addresses to the contractor. 

6. UNCW Physical Security and Access and a UNCW Police Department repre-

sentative shall approve the final aiming and focus. 

7. The UNCW Network Infrastructure Analyst shall monitor the installation to 

ensure that all UNCW NetCom Department standards are satisfied. 

8. Upon completion of the installation a final meeting may take place to include 

the UNCW Department that requested security cameras, UNCW Physical Se-

curity and Access, the UNCW Project Manager in charge of the project, the 

UNCW Network Infrastructure Analyst and the UNCW Network Data Ana-

lyst. This group shall review the installation to be sure all requirements and 

standards have been met before the contractor has been released from the job. 
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Contractors 

 The contractor shall ensure that they are operating in compliance with North 

Carolina General Statute 74D. (Alarms Systems Licensing Act) 

 The contractor shall provide and install all cameras, ancillary equipment or 

parts required for a complete installation as specified by UNCW standards. 

Any substitutions must be submitted to the UNCW Physical Security and Ac-

cess Manager for approval. 

 The contractor shall provide and pull all data cabling and ground wire as re-

quired. 

 The contractor shall ensure that the latest firmware approved for use with 

LENEL video software is installed in all cameras. Contact the UNCW Physi-

cal Security and Access Manager for firmware version. 

 The contractor shall program cameras with the IP address, user name and 

password provided by the UNCW Physical Security and Access Manager. 

 The contractor shall label all cables and wires.  Camera labeling shall con-

form to the UNCW Physical Security and Access standard.  Contact the 

Physical Security and Access Manager for more information. 

 The contractor shall schedule a time with the Physical Security and Access 

Manager and a UNCW Police Department representative to approve the final 

aiming and focus of all installed cameras. 

 All cameras shall be compatible with the current software version of Lenel 

OnGuard Access Control and Security System in use at UNCW. 

 Camera security systems shall include a system of Surge Suppression that 

conforms to the standards set forth in this document. 

 Cabling and cabling installation shall meet or exceed all specifications as per 

the Standards for Installation of Infrastructure and Telecommunication 

Equipment provided by UNCW NetCom Department. The UNCW Network 

Infrastructure Analyst shall be the point of contact for all issues that pertain 

to the cables, patch panels and other telecommunications equipment. 

 Camera systems shall conform to the approved equipment list and application 

schematics provided in this document. 

 The contractor shall provide “As Built” drawings to UNCW Physical Securi-

ty and Access. 
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Cameras 

 

 

UNCW Camera Requirements 

 

 Internal and External cameras shall be vandal resistant. 

 External cameras shall be built to withstand the extreme temperature and 

coastal weather conditions of southeastern North Carolina. 

 Cameras shall include day and night functionality. 

 Cameras shall have a minimum 2.0 MP resolution. 

 Cameras shall be minimum H.264 compatible. 

 All cameras shall be compatible with the latest versions of Lenel OnGuard 

in use by UNCW.  

 Cameras shall conform to the list of approved make, types and models 

provided by UNCW Physical Security and Access. Contractors shall be 

provided the approved list upon request. 
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Grounding and Surge Protection 
Camera Surge Protection Notes 

1. Provide Cat 6 Surge Protector (DTK- MRJPOE) in an enclosure located within 6 feet of each camera. 

2. Provide rack mounted Ditek DTK-RM12POE 12 port Surge Protection Patch Panel. Surge Protection 

Patch Panel shall be grounded using #8 AWG wire to TMGB or Security Room Grounding Block. 

3. Provide Ground Bar in enclosure to provide a connection to ground for camera surge protectors.  

  The distance between the Ditek MRJPOE modules and ground should be less  

  than the cable distance between the module and the camera it protects.  

 Provide #6 AWG, Green, Insulated, and Stranded Ground Conductor from TMGB in Main Telecom 

 Room to Ground Bar. Provide #12 AWG, Green, Insulated, and Stranded Ground Conductor from  

 Ground Bar to each camera Surge Protector. 

4. Provide hinged enclosure located within 6 feet of each camera to house DTK-MRJPOEB and Ground  

 bar. 

5. If Network Switch and Ditek Patch Panel are not located in a Telecom room the contractor shall install 

a local grounding block as per UNCW Netcom standards. 
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Typical Installation Drawings 

 
Included are examples of installations for exterior, interior and elevator cameras.  

These are intended as basic guidelines for future installations.  UNCW understands 

that changes and revisions will be necessary to accommodate structural challenges, 

cost restraints, new technologies as well as differences in security requirements. 

 

The examples included represent those that have thus far, proven the most effective 

in meeting campus security needs as well as providing the best protection of equip-

ment.  UNCW will continue to work with manufacturers, venders, contractors and 

staff to develop new and cost effective standards that ensure quality, reliability and 

functionality. 
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Typical Camera Installation 
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Typical Elevator Camera Installation 
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Typical Panel Layout 



19 

Typical Interior Camera Mounting 
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Typical Data/POE Signal Flow Chart 
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Parts List and Technical Data 

 

 

Approved Parts List 

Note: Contractor to provide all parts and cables necessary for complete installation. 

    

 Description Manufacturer Part Number 

1 Data Surge Protector Ditek DTK-MRJPOE 

2 Rack Mount Data Surge Protector Ditek DTK-RM12POE 

3 2x2 Ceiling Tile Camera Mounting Plate Anixter  

4 RJ6 Jack Solution Dependent  

5 RJ6 Jack Surface Mount Box Solution Dependent  

6 Plenum Cat 6 Cable Solution Dependent  

7 

3/4" conduit w/ high flex/high noise industrial Ethernet cable 

for use in elevator installation Commscope ICAT5E2004 - Catalog# 2004 

8 #6 AWG Green, Insulated, Stranded Ground Conductor N/A N/A 

9 #10 AWG Green, Insulated, Stranded Ground Conductor N/A N/A 

10 Appropriate Patch Cables as needed N/A N/A 
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Rev. 7/15/10 

All Items required in the previous version concerning power supplies have been deleted. These items include the power supply, 

the Ditek surge suppression for power supplies, DC/DC power converter, and the wire for power supply connection.  

 

Ditek surge suppression for each camera has been changed to a model that supports POE injection instead of “Phantom” switch 

POE.  

 

Standard Camera models have been change from the previous models used by the old standards to the following models:  

AXIS Model P3343-VE – used for all exterior applications 

AXIS Model P3343-V – used for all interior applications 

AXIS Model 209 FD-V – used in elevator installations 

Adjusted wire and network jack types to be Netcom building solution dependent to match cabling in the rest of the building. 

 

Rev. 9/22/10 

Page 14 Grounding Notes 

The ground wire from the TMGB to all Camera enclosures was changed from 6 AWG to 8 AWG 

The ground wire from the GB in camera enclosures to Ditek components was changed from 8 AWG to 12 AWG 

These changes were also made it the notes of this page. 

The standard camera used for all elevator installations has changed from the Axis 209 FD to the Axis M3113-R. This change 

was noted in the following locations of the Camera Standards document. 

Page 2 Outline 

Page 7 Camera Overview 

Page 12-13 Camera Datasheet 

Page 28 Parts List 

 

Rev. 10/30/12 

The standard camera used for all interior installations has changed from the Axis P3343-V to the Axis P3363-V. This change 

was noted in the following locations of the Camera Standards document: 

Page 2 Outline 

Page 7 Camera Overview 

Page 8-11 Camera Datasheet 

Page 28 Parts List 

The standard camera used for all exterior installations has changed from the Axis P3343-VE to the Axis P3363-VE . This 

change was noted in the following locations of the Camera Standards document: 

Page 2 Outline 

Page 7 Camera Overview 

Page 8-11 Camera Datasheet 

Page 28 Parts List 

The documentation for the Ditek DTK-RM12POE has been updated to reflect the newest model. This change was noted in the 

following locations of the Camera Standards document: 

Page 18 DTK-RM12POE Datasheet 

Page 19 DTK-RM12POE  Install Instructions 

Page 28 Parts List 

The documentation for the Ditek DTK-MRJPOE has been updated to reflect the newest model. This change was noted in the 

following locations of the Camera Standards document: 

Page 20 DTK-MRJPOE Datasheet 

Page 21 DTK-MRJPOE Install Instructions 

Page 28 Parts List 

 The Contact information on Page 32 was amended as appropriate. 

 

Rev. 02/17/16 

 Removed any reference to name ‘Business Applications’. 

 
 
 
 

UNCW Camera Standards Changes 
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Rev. 10/21/16 

 Change all references of Access Control to Physical Security and Access 

 Remove all references to midspan injectors 

 Updated Personnel Page 

  

  

Rev. 1/24/17 

 Changes made to index to reflect page number changes 

 

Rev. 2/28/17 

 Changes made to Page 3, UNCW Responsibilities and Page 6, UNCW Camera Requirements regarding camera make, type a 

models used for UNCW projects. 

UNCW Camera Standards Changes 
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UNCW Physical Security and Access 

 
Contact Information: 

Accessmgmt@uncw.edu 

(910)962-3564 

 
Please contact the Physical Security and Access Manager with any questions or concerns pertaining to this document. 


